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1. Pur pose. Thi s menorandum details the policies and procedures
to be used for the operation of the Headquarters United States

Arny Corps of Engineers (HQUSACE) Energency Operations Center
(ECC), and delineates the duties for the personnel assigned to
the EOC or to the Crisis Minagenent Team (CM).

2. Applicability. Thi s menorandum applies to all HQUSACE OCE-P
staff el enments.

3. References. A glossary is included at Appendix G

a. Public Law 84-99, Flood and Coastal Storm Energencies, as
amended.

b. Federal Response Plan for Public Law 93-288, as anended,
dated April 1992.

c. AR 500-60, Energency Enploynent of Arny and O her
Resources, Disaster Relief.

d. USACE Supplenment 1 to AR 380-5, 8 Mar 85, Departnent of
the Arny Information Security Program

Departnent of the Arny Energency Action Procedures
( DAEAP) .

f. Arny Mobilization and Operations P|lanning System - Vol une
I'V.

. ER 500-1-1, Energency Enploynment of Arny and QO her
Resources, Natural Disaster Procedures.

Thi s nenor andum supersedes OM 500-1-5, dated 8 July 1983.
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h. OM 10-1-1, Organization and Functions, Ofice of the
Chi ef of Engi neers.

i Corps of Engineers Mbilization and Operations Planning
Syst em ( CEMOPS) .

j. Authority: CECW CE, Menorandum for MG Edgar, dated 19
July 1991; subject: “Warni CMI/ ECC and the Readi ness Branch

Function - for Decision.

k. Authority: CECWCE, Draft Docunent, dated 9 March 1992;
subj ect: Executive Readi ness Board Charter.

4,  Ceneral. The EQOC provides a focal point for the Chief of
Engi neers’s command and control of USACE energency operations.
Upon activation, all USACE elenents respond to taskings directly
fromthe EOC. Al USACE elenents are required to notify the ECC
i medi ately upon warning or execution of activities in response

t o energenci es. See Appendi x E, |Information/Reporting

Requi renents, for additional detail.

a. Energencies may include, but are not linited to the
fol | ow ng:

(1) Support to the Commandi ng CGeneral, U S. Forces Conmand
and commanders outside the continental United States for disaster
relief efforts | AW AR 500-60.

(2) Advance neasures and flood response and post-flood
recovery activities to save lives and protect inproved property
(i.e., public facilities/services and residential/conmercial
devel opnents) from flood or coastal storns and other events such
as drought or contam nated water source as authorized by

PL 84-99.

(3) Support of the Federal Energency Managenent Agency (FENVA)
during disaster response under PL 93-288, including actions taken

as the primary agency for Energency Support Function #3, Public
Wrks and Engi neering, under the Federal Response Plan (FRP).

(4) Response taken for hazardous material spills under the
Nat i onal Conti ngency Pl an. USACE responds to oil and hazardous
substance releases as part of the Federal effort coordinated by
the U S Coast @uard for coastal and inland waterway systens and
the Environmental Protection Agency for all other areas.

(5) Response taken to any other energency at the direction of
the Director of Mlitary Support (DOVS).
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(6) Support given to other agencies during energencies |AW
t he Econony Act.

(7) Actions taken to support the nobilization, deploynent and
sustai nment of U S. forces during contingencies | AW USACE
responsibilities under the Arnmy Mbbilization Qperations and
Execution Systens (AMOPES).

(8) Actions taken to assure essential functions of the
Governnent are continued during eneny attack upon the Continental
United States (CONUS) |AWthe Continuity O Governnment (COG
pl an.

(9) Actions taken 1AW Continuity of Operations Plans (COOP)
to insure that essential mssions are continued during any
circunstance which requires relocation from normal duty
station(s).

_ (10) Response in support of Departnent of Defense m ssions as
directed by authorized DOD or DA authorities.

(11) Al other situations in which USACE el enents, including
| aboratories and separate FOAs, are inpacted or respond.

b. Level s of Operation. The EOCC operates at one of the
follow ng operational |[evels:

(1) LEVEL 1 - NORMAL OPERATI ONS. Normal Operations are
conducted in the absence of energency conditions which would
warrant a higher |evel of operation. See Appendix A for staffing
requi renents.

(2) LEVEL 2 - EMERGENCY WATCH. Emergency Watch is activated
when the threat situation or energency event requires night and
weekend operation of the EOCC, with limted EOC staff
augnentation. An Enmergency Watch Team (EW) is automatically
activated whenever a USACE MSC activates an EOCC on a 24-hour
basi s. See Appendix A for staffing requirenents.

(3) LEVEL 3 - EVMERGENCY OPERATI ONS. Energency Qperations is
the highest |evel of EOC operation which retains normal command
and control channels. It 1s activated when requirenents exceed
the capability of the EWI. The Enmergency Qperations Team (EQT)
is a flexible organization, and may include action officers and
ot her support staff selected fromthe Cisis Minagenent Team
(CMI). Options include LEVEL 3A, one EOT and |limted night
coverage; LEVEL 3B, activation of a second EOT to provide 24-hour
coverage; or LEVEL 3C, activation of an EOT for field operations.
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See Appendix A for staffing requirenents.

(4) LEVEL 4 - CRI SIS MANAGEMENT. Activation of the Crisis
Managenent Team (CMI) is the highest |evel of energency
operation. Wen the CMI is activated, it reports to the
responsi ble director for the energency, i.e. , the Director of
Civil Wrks, the Director of Mlitary Prograns or other |eader
appoi nted by the Chief of Engineers. Al though team conposition
may be adjusted as required, activation of the CMI inplies
activation of two teans to provide 24-hour coverage. See
Appendi x A for staffing requirenents.

c. Activation Authority.

(1) LEVEL 2 - EMERGENCY WATCH.  Emergency Watch and
activation of an EWl will be authorized by the Director of Gvil
Works; or Chief, Qperations, Construction and Readi ness (COCR)

Di vi si on. An Enmergency Watch and activation of pre-designated
EWr personnel may be automatically executed by the Chief,

Readi ness Branch; Chief, Emergency Operations Center; or the
Emer gency Qperations Oficer upon 24-hour activation of any MC
ECC, or upon receipt of DEFCON change, THREATCON change,
activation of the FRP or other energency condition. Noti fication
of an Enmergency Watch is dissemnated by the ECC to all HQUSACE
directorates and offices.

2) LEVEL 3 - EMERGENCY OPERATIONS.  Upon recommendation of
t he iref, OCR Division, and/or the Executive Readi ness Board
(ERB), the Director of Cvil Wrks directs activation of an EOTI.
The activation order is pronmulgated by the Chief of Staff to all
HQUSACE directorates and offices (see Figure A-1, Appendix A).

lSS LEVEL - CRI SIS MANAGEMENT TEAM  Upon recommendation of
t he rector of Cvil Wrks or Director of Mlitary Prograns, the
Chi ef of Engineers directs activation of the CM. The
recomrendati on includes designation of either the D rector of
Cvil Wrks, the Director of Mlitary Programs, or other official
as the Director of the CM. The activation order is pronul gated
by the Chief of Staff to all HQUSACE directorates and offices.

d.  Taskings. HQUSACE staff responsibilities for rmanning
the EOC are as follows (See Appendix B for job descriptions.):

(1) Commander, USACE. Designates the Director of G vil
Works, Director of MIlitary Prograns, or other official as the
director of the CMI, if activated.

(2) Chief of Staff, USACE. Promul gates orders for activation

4



OM 500-1-6
12 Jul 94

of the EOT and CMT.

(3) Chief, Readiness Branch. Provides an Action Oficer as
subj ect matter expert for civil and mlitary energencies.

(4) Chief EOC. Miintains ECC staff in a state of readiness
to serve as cadre during Energency Watch, Energency operations,

and CMI' activation. |Insures operation security as outlined in
Appendi x D, Operations Security, (OPSEC).

(5) Director, HEC. Assures that HEC and Pul aski Buil di ng
operations are prepared to support EOC activities, as required by
activation above Level 1.

(a) HEC HR Provi des support in the planning and activation
of CMI personnel.

(b) HEGIM Insures that the message center and energency
communi cations (radio) systens are manned and operable on a 24-
hour basis. Provi des tel ecommuni cation support and delivery of
nmessages to the CMI and additional graphic support as required.
Provi des support for LAN and other ADP functions. See Appendi x
C, Message Traffic.

(6) Directorate of Human Resources, Mlitary Personnel
Division (CEHR-M. Coordi nates and devel ops procedures for
sel ection, notification, replacenent and reporting of officers
for detail as HQUSACE Staff Duty Oficer (SDO.

(7) Al Drectorates and Separate Ofices. Al HQUSACE
directorates and separate offices and Ofice Chief of Engineers
(Pentagon) (OCE-P) shall provide:

(a) Roster to CECWCE-ECC identifying nanes and tel ephone
nunbers of energency points-of-contact (EPOC). Rosters wll be
updated sem -annually on 1 January and 1 July.

(b) Personnel to staff designated positions to support
Enmer gency Operations. Rosters will be published annually on 1
1 January and interim changes issued whenever staff changes
require. See Appendix A for staffing assignnents.

(8) Staff Duty Oficer (SDO. The HQUSACE SDO represents the
Chief of Engineers during non-duty hours. The SDO wll take
necessary neasures to respond to critical actions referred to the
Corps of Engineers and will imrediately alert appropriate
directorates and separate offices of enmergency requirenents. See
SDO SOP for further guidance.
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5. Supplenmental Material. Resource nmaterials and procedures

applicable to specific energencies are contained in appendices.

a. Appendix F, EOC Resource Material, contains a variety of
ref erences:

(1) Gvil and mlitary response plans, including HQUSACE,
hi gher headquarters, subordinate elenents, and other NACOVS.

(2) WMaps, charts and other background nmaterial required to
support conmand and control of a w de range of contingencies.

b.  Appendix H, Emergency Action Procedures, contains
specific, time-phased actions to be performed by the ECC and
HQUSACE elenents in response to various energencies.

6. Supplemental Procedures. Staff Duty Officer Standard
Qperating Procedures (SDO SOP) and HQUSACE Energency Tel ephone
Directory are published separately. Procedures pertaining to
internal EOC/ CMI operations will be supplenented by nunbered
orders fromthe Chief, ECC.  The proponent for this memorandum is
CECWCE-ECC. Al changes will be coordinated through that

organi zati on.

WLLIAM D. BROM
Col onel, Corps of Engineers
Chief of Staff

FOR THE COMVANDER:

8 Appendi ces:
APP A - EQOC Qperations

APP B - Job Descriptions

APP C - Message Traffic

APP D - Qperations Security (OPSEC)

APP E - Information Reporting Requirenents
APP F - ECC Resource Materi al

APP G - d ossary

APP H - Energency Action Procedures
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APPENDI X A
EOCC OPERATI ONS

1. Pur pose. This appendi x describes procedures for activation
above Level 1 and staffing of the HQUSACE ECC.

2. Ceneral . Day-to-day operation of the ECC is at Level 1,
Normal Qperations. \Wen conditions warrant a higher |evel of
operation, the EOC staff may be augnented, tours of duty altered
or the level of operation raised to provide adequate EOC coverage
(see Figure A-1, Activation order, EOC/ sanple letter).

3. Organization. Figure A-2 shows the organi zational structure
of the EOC during Normal Operations (Level 1) and Emergency Watch
(Level 2). Figure A-3 shows the organizational structure upon
activation of the Cisis Managenent Team (Level 4). Figure A-4
provides the tours of duty for EOC coverage. Figure A-5 lists
the directorate/office CMI position assignnments.

a. LEVEL |-NORMAL OPERATIONS. Normal Operations are
conducted by the assigned ECC staff. These |ow | evel, day-to-day
activities may be referred to as the “warnf EOC. Overall
direction is exercised by the Chief, Readiness Branch. Vacant

positions will be filled-by tenporary assignnment of CMI nenbers
or other personnel. Assigned ECC staff include the follow ng:

(1) 1 - Chief, Emergency Operations Center.

(2) 1 - Energency Operations Oficer.

(3) 3 - EOC Watch Oficers.

(4) 2 - Enmergency Qperations Specialists.

(5 1 - ECC Systenms Specialist.

(6) 1 - Staff Duty O ficer (Non-duty hour coverage).

b. LEVEL 2- EMERGENCY WATCH TEAM ( BEWI). The EWI consists of
the assigned EOCC staff and a cadre of personnel who augnent the
ECC staff when a threat situation requires extended operations.
The EWI is automatically activated when a USACE MSC activates an
ECC on a 24-hour basis. The overall direction of the ECC at
Level 2 is exercised by the Chief, Readiness Branch. The BEWr
consists of the follow ng personnel:

(1) Operations Cadre Representative - Mlitary Prograns.

(2) Operations Cadre Representative - Ofice of the Chief of
Engi neer s- Pent agon (QCE-P).

(3) Staff Duty Oficer (On-site coverage required).
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(4) Readiness planner - Natural Disaster/Gvil Energencies
(CECW CE- D) .

(5) Readiness Planner - MIlitary/National Security
Enmer genci es ( CECW CE- P).

(6) CMI Conmuni cati ons Team

(7) QG her designated CMI or HQUSACE personnel.

c. LEVEL 3- EMERGENCY OPERATI ONS TEAM ( EOT). The EOT is an
interim organi zation used to augnent the ECC if the CMI is not
fully activated. The EOT is of flexible size and conposition and
is tailored to neet the requirenents of a specific crisis.
Personnel for the EOTl are drawn from the CMI Roster. The | evel
of decision-making is essentially unchanged from that of non-
crisis periods; however, the nechanism for providing information
to decision-makers is accelerated in order to expedite the
response to conmand requirenents.

d. LEVEL 4-CRI SIS MANAGEMENT TEAM  Wen energency or
exercise requirenments warrant the concentrated attention of the
HQUSACE staff beyond normal organizational capabilities, the CMr
may be activated by the Commandi ng Ceneral . Upon activation, the
Chief, CMI, directs the activities of the CMI and reports
directly to the Commander or designee. The CMI acts as the
Commander’ s technical and operational staff during energency
situations.

(1) The CMI may be tailored to neet the requirenents of a
specific crisis. Figure A-3 to Appendix A provides the CMI
conposition based on full activation. (Organizations assigned
responsibility for CMI positions (see Figure A-5 to Appendix A,
will provide the names of one (1) primary and one (1) alternate
for each shift to CECW CE- ECC. Changes to the CMI Roster wll be
reported inmediately and updates provided by 1 January of each
year. Both primary and alternate personnel will participate in
training.

(2) The CMI is conposed of two elenents: operations and
adm ni strative support. The operations elenent includes desk
of ficers representing HQUSACE organizational elenents, the Watch
Team which is responsible for tracking and reporting current
operations, and other specialized staff providing intelligence,
pl anni ng and technical support. The adm nistrative support
el ement has responsibility for nessage control, clerical
functions, dissenmnation of reports and coordination of
comuni cations and other support from the Hunphreys Engi neer
Support Activity (HECSA).

c. Upon activation of the CMI, the Commander nmmy activate

A-2
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the Directorate of M ssion Support (DWVS). Thi s el ement
consolidates Information Managenent (1M, Human Resources (HR),
Public Relations (PR), Logistics Dvision (LD) and Resource
Managenent (RM functions under a single director.

d. Wen the CMI is activated, the level of decision making
i s unchanged from that of non-crisis periods. However, the
mechani sm for providing information to decision makers is
accelerated in order to expedite response to conmand
requirements. The Chief, CMI, may neke decisions on matters not
specifically covered by policy but which are within the guidance
received fromthe comand group. Each staff directorate/office
provi des direct access between the responsible CMI nenber and the
directorate/office decision naker.

e. During a crisis or exercise, the CMI may be required to
operate for extended periods of tine. Primary CMI nenbers w ||
generally work 12-hour shifts for the duration of the event.
Shift scheduling is the responsibility of the Chief, EQCC
Personnel identified as alternates may rotate with the primry
CMI' menber as approved by the Chief, OCM. CMI' nenbers w | |
return to their parent directorates/offices when the CMI is
deact i vat ed.

f. Overall direction of the CMI is exercised by the Chief,
CMT.

g. The conposition of the CMI is as follows:

(1) Chief, OMI (0-6/GW 15)

(2) Shift Leader (0-5/6/Gw 14/15)

(3) Asst Shift Leader (0-5/ GV GS-14/15)

(4) Watch O ficer (04-03/G5 12/13)

(5) Desk Oficers: CEMP, CECW CEPM CEPA, CECC, CERE, CERD
(6) DVM5 Desk Oficer, if activated

(7) Desk Oficers, if the DM5 is not activated: CEIM CEHR
CEPR, CELD, CERM

(8) Desk Oficer, Specialized: CECWEH
(9) Qperations Oficer (0-4/Gw 13/ 14)
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(10) Staff Action Coordination Oficer (GS 13/14)

(11) Intelligence Oficer

(12) Adninistrative: Admnistrative Oficer, derk-Typist
(S«I'ecurélty)k, ECC Secretary, derk-Typist (Logger), derk-Typist,
File er

(13) Chief, HQUSACE Support Team Driver, Courier, G aphics
Assi st ant

(14) Comunications Team Leader: Primary/Alt Radio Operator,
Clerk Typist, Encoder/Decoder
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CECW CE- ECC

MEMORANDUM FOR All Divisions, D stricts, FOA and HQUSACE
Directorates and Ofices
SUBJECT: Activation of the Energency Qperations Center (EQOC

1. Ref erence HQUSACE Energency Qperations Center Standing
Qperating Procedures (HQUSACE ECCSOP), dated

2. The HQUSACE Energency Qperations Center (EOC) is hereby
activated to Level in support of operations relating to

3. The ECC will be the central point-of-contact (POC) for all
information pertaining to USACE involvenent in this situation and
all elenents are requested to respond to taskings directly from
the EOCC Al HQUSACE Directorates and separate offices,
Divisions, Districts, and FOA's will insure that tinely
distribution of information pertaining to this operation is nade
to the ECC

4, Al Drectorates and separate offices are to alert CMI
menbers and assure availability of Energency Points of Contact
(EPOC s) as listed in HQUSACE Energency Phone Directory. Report
updates imedi ately to the EOCC at 272-1001.

5. is appointed the Chief, CM.

Col onel, Corps of Engineers
Chief of Staff

NOTE: An activation order wll be promnmulgated by the ECC for
Level 2 - Emergency Watch, and hi gher.

Figure A-1. Activation order, EQOC/ sanple letter.

A-5
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Figure A-2.
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LEVEL 1 - NORVAL OPERATI ONS

EQC STAFF COVERAGE STAFF DUTY OFFICER - ON cALL
Weekdays: 0700-1700 Weekdays: 1615- 0745
Weekends: None Weekends: 0745-0745
Hol i days: None Hol i days: 0745- 0745

LEVEL 2 EVMERGENCY WATCH

EWF STAFF COVERAGE* STAFF DUTY OFFICER - ON SITE
Weekdays: 0500- 1930 Weekdays: 1900- 0745
Weekends: 0500- 1930 Weekends: 1900- 0745
Hol i days: 0500- 1930 Hol i days: 1900- 0745

LEVEL 3A - EMERGENCY OPERATI ONS TEAM

EOT DAY COVERAGE SHI FT* NIl GHT WATCH TEAM
Weekdays: 0500- 1930 Weekdays: 1900- 0745
Weekends: 0500- 1930 Weekends: 1900- 0745
Hol i days: 0500- 1930 Hol i days: 1900- 0745

LEVEL 3B - EMERGENCY OPERATI ONS TEAM

EOT DAY SHIFT EQOT NIGHT SHI FT
Weekdays: 0700- 1930 Weekdays: 1900- 0730
Weekends: 0700- 1930 Weekends: 1900- 0730
Hol i days: 0700- 1930 Hol i days: 1900- 0730

LEVEL 4 - CRI SIS MANAGEMENT TEAM

EOT DAY SHIFT EOT NIGHT SHI FT
Weekdays: 0700- 1930 Weekdays: 1900- 0730
Weekends: 0700- 1930 Weekends: 1900- 0730
Hol i days: 0700- 1930 Hol i days: 1900- 0730
* Staff split between 0500-1730 and 0700-1930 tours.

Figure A-4. Tours of duty - EOC

A-8
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APPENDI X B

JOB DESCRI PTI ONS FOR EMERGENCY WATCH TEAM ( EW),
EMERGENCY OPERATI ONS TEAM ( EOT)
AND CRI SIS MANAGEMENT TEAM (CMT) MEMBERS

1. Pur pose. Thi s appendi x describes the duties and
responsibilities of the EWI, EOT and CMI nenbers when the EOC is
activated above Level 1.

2. Ceneral. During a crisis, the EOC becones the HQUSACE foca
point and information center for matters pertaining to the
crisis. The CMI' nonitors the situation and inplenents conmmand
decisions for the operating staff.

3. Organization. See Appendi x A

4. FEunctions. The EW, EOT and CMI (at different |evels of
operation) are responsible for the follow ng functions:

a. D ssem nating requirenents to HQUSACE directorates and
separate offices as necessary for decision nmaking support to the
Commander .

b. Mintaining liaison with the Engineer POC at the AQOC,
FEMA, and/or other specified |ocations.

c. Conducting briefings for the Command G oup.

d. Mintaining operations and intelligence situation maps,
the status of personnel and logistics, and pertinent information
on the energency situation.

e. Preparing reports, as required (Red Sheets, EXSUMs,
etc.).

f. Maintaining data necessary to conpile a history of the
energency operation (nmessage traffic, briefing books, journals,
| ogs, etc).

5. Responsibilities. The follow ng paragraphs delineate the
responsibilities and job requirenents for each of the EW, EOT
and CMI' nenbers, respectively. These may be nodified by the
Chief, ECC, to neet the current situation.

a. CHEF, EOCC. Responsi ble for daily operation of the ECC
during normal, emergency watch and energency operations.
Perfornms the follow ng duties:
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(1) Provides 24-hour |eadership for the EOC directing
activities of full-time staff and augnentees.

(2) Responsible agent to insure that the EOC is operational
and properly equi pped.

(3) Insures that systens and procedures are in a state of
readi ness to support 24-hour energency operations.

(4) Responsible for publishing and nmintaining the roster of
key personnel for augnentation of the ECC staff.

(5) Provides initial reports of all energency situations to
appropri ate HQUSACE staff elenents.

(6) Insures HQUSACE Staff Duty Oficer (SDO coverage during
non-duty hours when the EOC is closed.

(7) Monitors information relating to potential and on-going
operati ons.

(8) Prepares and presents briefings on energency situations
of major interest.

(9) Keeps the HQUSACE Executive Ofice, directorates and
separate staff offices informed as necessary concerning energency

events.

(10) Maintains liaison with the ACC, FEMA Energency
Informati on Coordination Center (EICC), other USACE el enents, and
ot her Federal agencies as appropriate.

(11) Furni shes guidance and support to FOAs engaged in
emer gency operations.

(12) During Level 4 activation, serves as Deputy to the
Chief, CMr

b. EMERGENCY OPERATIONS OFFI CER  Responsible for the
operational elenment of the EOC. Perforns the followi ng duties:

(1) Insures that systens and procedures within the assigned
area of responsibility are in a state of readiness to support
energency operations for 24-hour coverage; during non-duty hours
supports the SDO as required.

(2) Insures that procedures and responsibilities for
schedul ed and non-schedul ed briefings are foll owed.
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(3) Supervises the operations team during Level 1 and Level 2
activations.

(4) Monitors SITREP submttal from MSCs, DCs, and FOA's for
timeliness and content; expedites overdue submttals as required.

(5) presents briefings and assists in briefing preparation.

(6) Insures that the daily HQUSACE Red Sheet, Situation
Report (SITREP), and other required reports are prepared, tinely
and in the proper format.

(7) May assunme the duties of the Shift Leader/Assistant Shift
Leader (Level 3 or 4 activation).

c. WATCH OFFI CER The Watch Oficer is primarily
responsible for nonitoring information concerning potential and
on- goi ng operations. During periods of activation above Level 1,
this individual becones one of the CMI Watch O ficers and
perforns the follow ng duties:

(1) Monitors SITREP submttal from MSCs, DCs, and FOAs for
tineliness and content and expedites overdue submttals as
required.

(2) Prepares and presents briefings on energency situations
of major interest.

(3) Miintains constant visibility of enmergency events and is
prepared to present ad hoc briefings.

(4) Prepares the HQUSACE Red Sheet, EXSUM and other reports
as required.

(5) Keeps the Energency Operations Oficer and Chief, ECC
apprised of energency situations.

(6) Insures that systenms and procedures within assigned area
of responsibility are in a state of readiness to support 24-hour
ener gency operations.

(7) Briefs the SDO on energency situations, as required.

(8) Executes HQUSACE responsibility for alerts, comrunication
tests and sim|lar exercises.

(9) Maintains appropriate journals and records of incom ng
and outgoi ng comruni cations, including telephone conversations.
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(10) Insures that the Engineer POCs at the AOC, FEMA, and
ot her specified |ocations are kept inforned.

(11) Coordi nates 24-hour technical support as needed with the
conmput er support contractor.

d. READI NESS PLANNER- DOVESTIC/FRP.  This individual is
primarily responsible for planning and response to civil
ener genci es. During periods of activation, this individua
becones one of the CMI Operation Oficers, performng the
foll owi ng duties:

(1) Serves as the technical specialist for domestic energency
response plans and procedures.

(2) Mnitors information concerning potential and on-going
operations and conpiles data and prepares witten and ora
reports as required.

_ (3) Prepares and presents briefings on donmestic energency
si tuations.

(4) Maintains liaison with the ACC, FEMA EI CC, other USACE
el enents, and other Federal agencies, as appropriate.

(5) Furni shes guidance and support to FOA engaged in disaster
oper ati ons.

(6) Maintains appropriate journals and records of incom ng
and out goi ng conmuni cations, including telephone conversations.

e. READI NESS SPECI ALI ST/NSEP.  This individual is primarily
responsi ble for planning and response to national security
ener genci es. During periods of activation above Level 1, this
i ndi vi dual beconmes one of the CMI Operations Oficers and
perforns the foll ow ng duties:

(1) Serves as the technical specialist for mlitary and
national security energency plans and procedures.

(2) Mnitors information concerning potential and on-going
operations and conpiles data and prepares witten and ora
reports as required.

(3) Prepares and presents briefings on mlitary and nationa
energency situations.

(4) Maintains liaison with the AOC, FEMA ElI CC, other USACE
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el enents, and other Federal agencies, as appropriate.

(5) Furni shes guidance and support to FOA engaged in disaster
operati ons.

(6) Maintains appropriate journals and records of incom ng
and outgoing comuni cations, including telephone conversations.

f. ECC SYSTEMS SPECI ALI ST. This individual is responsible
for mai ntenance of the EOC communi cation and el ectronic equi pnment
and close coordination with the Directorate of Information
Managenent and HEG I M During activation above Level 1, this
i ndi vi dual beconmes a CMI Communi cation Specialist performng the
follow ng duties:

(1) Insures that systens and procedures w thin assigned area
of responsibility are in a state of readiness to support
enmergency operations for 24-hour coverage.

(2) Maintains comunications wth higher, lateral, and
subordi nate organi zations.

(3) Insures that all EOC equi pnent is operational

(4) Maintains appropriate journals and records of incom ng
and outgoing communi cations, including telephone conversations.

(5) Serves as EOC COVMBEC Ofi cer.

_ EMERGENCY OPERATI ONS SPECI ALI ST. Wirks as a direct
assistant to the ECC Operations Oficer and is responsible for
adm ni strative emergency managenent functions within the ECC
During activation above Level 1, this individual becones the

Adm nistrative Oficer for the CMI, performng the follow ng
duties:

(1) Responsible for maintaining the CMI Roster

(2) Responsible for staffing, training and scheduling CMI

3) Establishes maintains required files.
4) Assists in the preparation of briefing material.
) Prepares to operate on a 24-hour basis.

Mai ntai ns appropriate journals and records of incomng

o Ol
~—
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and out goi ng conmuni cations, including telephone conversations.

(7) Notifies the appropriate divisions and districts by phone
that the CMI/EW is operational on a full or part-tine basis
during regular and/or non-duty hours to acconplish HQUSACE
m ssi ons.

(8) Maintains EOCC security procedures |AW Appendix D.
h. CH EF, CMI

(1) Upon activation of the CMI (Level 4), the Chief, CM,
provi des overall direction for assigned CMI staff.

(2) Responsible for supervision and direction of the CMI

(3) Insures that the Commander, USACE, and/or his/her
designee as assigned to provide senior |eadership, are fully
briefed on all matters concerning the energency operation.

(4) Issupported by the Chief, EOC, who serves as a deputy
and is specifically responsible for managenent of ongoing ECC
oper ati ons.

i SH FT LEADER

(1) Coordinates, directs, and is responsible for the
activities of the CMI during the shift.

(2) Supervises the Assistant Shift Leader and the
Adm ni strative Oficer.

(3) Resolves all coordination and procedural problems W thin
the CMI

(4) Responsible for presentation of briefings, scheduled or
unschedul ed, to the command group and ot her HQUSACE staff.

(5) Keeps the CMI advised of policy decisions and orders
i ssued by higher authority via command-briefings, nessages, and
energency tel ephone conferences including Departnent of the Arny
Enmer gency Action Procedures (DAEAP).

(6) Makes recommendations and provides information to the
Chief, CMr

(7) Assures proper coordination of energency actions with the
ACC Engi neer Desk, FEMA, other Federal agencies and USACE
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el enent s.

(8) Assures control of outgoing nessages and reports for
accuracy, format, distribution and coordination

(9) Approves release of Red Sheets, SITREPs, infornation
papers, and other docunents originated by the CMr

(10) Maintains the CMI Shift Leader’s master journal and
record of all significant events to insure that all critica
dates, decisions, and statistics are accurately recorded.

(11) Coordinates briefings with the Chief, CMI, and
appropriate CMI menbers.

(12) Keeps a record of discussions, policy guidance, and
deci sions made during briefings, and is prepared to provide

information fromthis record to the Chief, CMI, and menbers of
the CMT.

(13) Revi ews duty officer journals.
j. ASSI STANT SHI FT LEADER

(1) Assists Shift Leader in the execution of his/her duties
and acts for the Shift Leader in his/her absence.

(2) Exercises direct supervision of desk officers and
operations team

(3) Insures that desk officers conply with suspense dates and
provide current information for briefings and S| TREPs.

(4) Reviews all outgoing nmessages to assure that nessages
have been adequately staffed.

(5) Assists the Shift Leader in naintaining journals and
records.

k. DESK OFFI CERS

(1) Represent their directorate or separate office in
accordance with internally established policies and take action
as required, on all nessages to include-coordination with staff
sections.

- (2) Consult and coordinate with their directorate or separate
office on the processing of actions for which policy has not been
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est abl i shed.

(3) Forward actions, as required, to their directorate or
separate office points of contact and track suspense actions.

(4) Provide input for briefings, the Shift Leader’s journal,
Red Sheets, SITREPs, information papers, and record of
significant events.

(5) Brief significant itens within respective areas of
responsibility.

(6) Provide input to operations and administrative orders and
pl ans.

(7) Assist in nmaintaining situation maps, status charts, and
simlar displays, reports, data pertinent to areas of interest.

(8) Brief their counterparts on the opposite shift before
going of f duty.

(9) Maintain a daily staff journal of actions, nessages and
suspense itens.

(10) Keep the Shift Leader infornmed of directions that have
been given from their directorate or separate office concerning
duties and responsibilities expected of the team nenbers by their
parent office.

(11) Safeguard and properly control or dispose of classified
docunents.

(12) Review incom ng nessages for proper tasking and advise
the Assistant Shift Leader of any inconsistencies.

(13) Review and update the conputerized suspense list for
accuracy.

. SECURITY AND LAW ENFORCEMENT/ | NTELLI GENCE DESK OFFI CER
Perfornms all desk officer duties outlined in paragraph k. In
addition, perfornms the follow ng:

(1) Monitors, assesses, briefs, and prepares SITREP portions
on the follow ng areas: eneny and threat information, weather
and weather inpacts in conjunction with CECWEH, intelligence
information relating to present and future operations; theft,
| oss and sabotage at Corps facilities, general security posture
of USACE, Threatcon and DEFCON | evel s.
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(2) Assists the Shift Leader in the devel opnent of essenti al
el ements of information.

(3) Drects matters concerning security of Corps facilities
with Corps FOA and ot her MACOMs.

(4) Coordinates with Plans and Policy Division on matters
pertaining to security of Corps operations and facilities.

m. ADM NI STRATI VE OFFI CER
(1) Directs all CMI admnistrative support activities.
(2) Supervises the Adm nistrative Section.

(3) Responsible for pronpt and efficient flow of nessage
traffic and for maintaining nessage files. Mai nt ai ns ot her
records as required. Monitors all nessage traffic for:

(a) Suspense dates.

(b) Priority messages requiring expeditious handling.

(c) Format.

(d) Dissem nation.

(e) Control and disposal of classified material.

(4) Maintains the ECC as a restricted area (see Appendix F,
ECC Security Procedures).

(5) Insures that outgoing nessages have been approved bv the
Shift Leader.

(6) Coordinates courier service.

(7) Coordinates the production of graphic aids to support
briefings.

n. STAFF ACTION COORDI NATION OFFI CER (SACO.

(1) Reviews all incom ng nessages and assign actions to
specific directorates or separate offices. Assigns appropriate
suspense dates, as required.

(2) Must be know edgeable of the functional responsibilities
of each of the directorates and separate offices w thin HQUSACE.
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(3) Must be know edgeabl e of the procedures used to insure
snmoot h nmessage processing, to include the EOC nessage | ogging
system and nessage center tracking.

(4) Must be know edgeabl e of the use and conposition of
HQUSACE Address Indicator Goups (AIG for nessage dissem nation.

(5) Monitors receipt of all SITREPs and Energency Action
Messages (EAM. Insures that any nessage containing critical and
time sensitive information is handled with appropriate priority.

(6) |Is prepared to assune duties of the Adm nistrative
Oficer.

0. CLERK TYPI ST (LOGCGER).

(1) Logs all information, as required, in the conputerized
master nessage log file.

(2) Assists the SACO in maintaining accountability and
control of all nessage traffic in the EQCC

- (3) Assists the Admnistrative Oficer in retrieving and
printing the conmputerized nmessage |og reporting system

(4) Prepares back-up diskettes of the data base at the end of
each shift.
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p. CLERK TYPIST (FILE CLERK).
(1) Files all nessages in accordance with Appendi x C

(2) Insures that necessary copies and proper distribution are
made.

(3) Assists the Administrative Oficer in controlling
nessage flow through the EQC.

q. CLERK TYPIST (SECURITY)

(1) Maintains Restricted Area. Mintains the Visitor
Regi ster and controls and issues EOC visitor passes to properly
cleared visiting personnel. See Appendix D for details.

(2) Insures that all classified trash is disposed of
properly.

(3) Provides support by typing and copying as needed.

(4) Answers tel ephones and routes calls to the appropriate
desks.

(5) Controls distribution boxes containing classified
mat eri al

r. CLERK TYPI ST ( ENCODER/ DECODER) .

(1) Answers the tel ephone and routes calls to the appropriate
desk officer

(2) Provides principle typing support as directed by the
Adm nistrative Oficer

(3) Encodes and decodes classi fied nessages using Departnent
of the Arny (DA) and USACE Qperation Codes, Alert Notification
Codes, and the KL 43 a/d series encrypting device.

(4) Provides admnistrative support as needed.

(5) Assists the Admnistrative Oficer in maintaining daily
reading files.

s. COURI ER/ DRI VER Provi des courier support as required.
t. COVMUN CATI ON OFFI CER/ SPECI ALI ST.
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(1) Monitors radio, radio telephone, secure tel ephone unit
(STU L11) and conventional telephone communications. Records
transm ssions and prepares tel ephone conversation records as
appropri ate.

(2) Assures equi pnent is operational

(3) Muaintains conmuni cation | ogs.

(4) Maintains communication situation map overlays and
presents briefings on sane.

(5) Advises the Operations Oficer on communication matters.
(6) Serves as the designated COVSEC officer for the ECC

u. OFFICE OF THE CHH EF OF ENG NEERS- PENTAGON (OCE-P) LI Al SON
OFFI CER.

(1) Collects and dissemnates information between HQA and
HQUSACE.

(2) Attends AQCC briefings.

(3) Attends Engi neer Desk O ficer briefings at the ACC.
(4) Participates in HQUSACE briefings.

(5) Coordinates ACC visits by USACE Ceneral officers.
(6) Attends OCE-P command pre-briefs.

(7) Attends OCE-P guidance sessions following ACC Conmand
Briefings.

(8) Briefs EOC shift changes on AOC/ OCE-P issues and
concerns.

(9) Obtains copies of the report to the Arny Chief of Staff
regarding previous day’'s activities.

V. ECC SECRETARY.

(1) provides secretarial support to the Shift Leader,
Assistant Shift Leader and desk officers.

(2) Types nessages to be sent over the AUTODIN system Pr oof
reads outgoing nmessages typed by other offices for spelling and
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format prior to submssion to the Shift Leader for signature.

(3) Maintains a file for incomng and outgoi ng suspenses.
Coordi nates suspenses wth CMI nenbers to insure dates are net
and the conputerized nessage |ogsystem is appropriately
annot at ed.

(4) Maint ains a suspense fil e for approved outgoing nesseges
which will be held until the machine generated "cone back" copy
is received from the Comuni cati on Center. Forwards "cone back"
copy to SACO for processing.
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APPENDI X C
MESSAGE TRAFFI C
1.  Purpose. The purpose of this appendix is to provide standard

procedures for preparing and naintaining the automated message
log and to describe the nmessage flow system for the ECC.

2. Ceneral.

a. An EOC nessage log/journal of all incomng and outgoing
nessage traffic will be initiated and naintained when the EOCC is
activated.

b. Messages will be transmitted to and from the EQCC using

the following nedia: AUTCDIN, facsimle, electronic nmail and
witten, typewitten or verbal requests. Regardl ess of the

medi um all nessages and significant taskings will be |ogged into
t he EOC Message Log.

3. Pr ocedur es.

a. EOC MESSAGE LOG

(1) The ECC Message Log is an automated master nessage
| oggi ng system

(2) The systemis designed to sort output by action office,
suspense date, date time group (DTG of the nessage, subject,
addr essee, and origin. Standard printouts are produced by the
system and are available for use by CMI personnel to aid in
mai ntai ning and controlling actions.

(3) The systemis designed to have UNCLASSI FI ED data entered.
To avoid any potential security problenms (e.g., entering a
classified subject), all printouts are to be treated as EOR
OFFICI AL USE ONLY and are to be handl ed accordingly.

b. I NCOM NG MESSAGE FLOW

(1) Al incoming nessage traffic will flow through the ECC as
shown in Figure C 1.

(2) Routine incomng nmessage traffic will be routed through
the SACO first for assignment of action office and suspense date,
if required. (If a SACOis not assigned, the function will be
perfornmed by the Administrative Oficer.)
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(a) FLASH MESSAGES will be imediately shown to the
Qperations Oficer/Shift Leader before going to the SACO

(b) ENCRYPTED MESSAGES will be decoded by the d erk-Typist
(Encoder/ Decoder) before going to the SACO

(3) The derk-Typist (Logger) will input the message data in
the nmessage |og and assign a control nunber to the nessage.

(4) The File derk will nake copies of the nessage, if
required, and distribute the copies to the Action
Oficer/Coordinators, Mster File, and appropriate Reading File.

(5) A single designated action officer is responsible for
gathering the appropriate information to respond to the nessage.
I nformation designees should be prepared to provide input if
contacted by the action officer. If the designated action
officer determnes that the action has been inproperly assigned,
he/ she should return the nessage to the SACO for forwarding to
the appropriate action officer and correction of the nessage |og.

(6) Message traffic will be distributed and filed as foll ows:

Mast er Chronol ogi cal File: Original copy
Reading File(s):

Routine incom ng nessage file

SITREP file

Tasker s/ Suspense file
- CMI Staff: Based on distribution directions

- Controller (if exercise): One copy

(a) Master File. The original of all unclassified incomng
nmessage traffic will be filed in nunerical order. If the nmessage
is classified, a blank sheet of paper will be entered in the
master file with the message control nunber and |ocation of the
classified docunent. The original classified nessage will be

filed in a secure container.

(b) Reading File. Separate reading file(s) will be
mai ntained for routine nessage traffic, SITREPs, taskers and
suspenses. These files, maintained by the Adm nistrative
Oficer, wll be started at 0001 and closed out at 2400 daily.
If nore than one MSC is involved in the disaster response or
exercise, the SITREP Reading File will be further separated by
VSC.

b. OUTGE NG MESSAGE FLOW
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(1) Al outgoing nessage traffic will flow through the ECC as
shown in Figure C 2.

(2) Qutgoing nessages and taskers will be drafted by the
appropriate action officer utilizing the EOC LAN or PC, as
avai |l abl e. Qut goi ng AUTODI N nessages will be typed by the
Adm nistrative staff. Messages requiring encoding will be given
to the derk-Typist (Encoder/Decoder).

(3) The Shift Leader is the approving authority for all
messages.

(4) The Shift Leader or Assistant Shift Leader will provide
approved nessages and taskers to the Admnistrative Oficer. The
adm ni strative staff encrypts and formats nessages to neet
transm ssion requirenments or other standards. The Adm nistrative
Oficer may rel ease nessages approved in draft by the Shift
Leader or Assistant Shift Leader.

(5) The released nessage is logged in the nessage tracking
system assigned a control nunber by the Logger, and transmtted

(AUTODIN or facsimle).

(6) The File derk distributes action and coordination copies
| AW the assigned staffing and files a copy in the Master File and
the appropriate Reading File(s).

(7) Facsimles are transmtted by the admnistrative staff.
Fol lowi ng transnmission, a copy of the outgoing nmessage is
returned to the Action Oficer with verification of the tine of

transm ssi on.

(8) AUTODI N nessages are hand carried to the Message Center
for transmssion. A copy of the formatted text prepared by the
adm ni strative support staff is provided to the Action Oficer.
The “coneback” copy of the AUTODIN nessage is filed with the
Master File copy by the adm nistrative support staff. The
adm nistrative staff is responsible for tracking coneback copies
to verify actual transm ssion.

G3



OM 500- 1- 6 /‘\
12 Jul 94 Decode
if )

\_Encrypted/
\_/

— SACO
FLASH
Logger
EOC
OPS
Officer File
Clarl
WIGIN
Shift
Leader
Action
PNEL i mnAr ’ .
e Master Reading
o File Files
Coord
Copies
SITREP
A ndlmon MNAEA
e Suspense/
Coordinator Taskers
Controller (EX) Routine Msgs |

Figure G 1. Inconm ng nessages.
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Figure C 2.
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APPENDI X D
OPERATI ONS SECURI TY ( OPSEQC)

1. Purpose. This plan prescribes policies and establishes
standard procedures wthin the EOC for controlling and
safeguarding classified material to insure that official
information of the Departnment of Defense relating to national
security is protected.

2. Applicability. This plan applies to all personnel assigned
to HQUSACE.

3. Responsi bilities.

a. The Chief, Energency Qperations Center (EQCC), has overall
responsibility for controlling and safeguarding classified
material wthin CECW CE- ECC.

b. The Chief of the Crisis Managenent Team (CMI) has the
overall responsibility for controlling and safeguarding
classified material in the ECC during periods when the ECC is
activated with a HQUSACE CM.

c. At a mninmm the Chief, ECC, wll appoint, in witing, a
security nonitor who will advise on matters pertaining to the
classification, declassification, and safeguarding of national
security information.

d. The Chief, EOCC, wll inplenment procedures to insure that
the end-of-day security check is conducted each day, |AW
par agr aph 5-202 of AR 380-5 and USACE Suppl 1 to AR 380-5.

e. The security nonitor wll:

(1) Insure that all persons who handle classified material
are appropriately instructed and cl eared.

(2) Assist and advise on nmatters pertaining to the
enforcenent of regulations governing the dissem nation,
reproduction, transm ssion, safe keeping, and destruction of
classified nmaterial .

(3) Insure that the daily end-of-day security checks are

bei ng conducted, |AW paragraph 5-202 of AR 380-5 and USACE Suppl
1 to AR 380-5.

D-1
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f. Wien the EOC is activated, the Cerk-Typist (Security),
cMr, will:

(1) Monitor the entrance to the office and insure that all
per sonnel who enter have been properly cleared and have the
proper identification authorizing their entrance.

(2) Maintain the Restricted Area Visitor Register and issue
visitor passes to properly cleared visiting personnel (see

par agraph 4a. bel ow).
9. Branch/ CMI' Per sonnel :

(1) Al personnel will be famliar with and abi de by
instructions set forth in this plan.

(2) Al personnel wll be famliar wth the procedures for
handl i ng and safeguarding classified materials as outlined in AR
380-5 and USACE Suppl 1 to AR 380-5.

(3) Each person is responsible for safeguarding classified
docunents.

(4) Al COMr personnel will receive an initial security
briefing by the Ofice of Security and Law Enforcenent prior to
an exercise or upon activation of the CM. The briefing wll
i nclude handling, storage, and safeguarding of classified
docunents.

(5) Staff assigned to the ECC will return classified nateri al
to designated GSA-approved secure containers by the end of the
wor kday.

4.  Procedures. Qperations are conducted throughout the EOC at

t he SECRET | evel. Di scussion of classified material is permtted
in all areas except the entryway. Open storage of material is
permtted during periods when the ECC is open.

a. Access to the ECC The EOC is a restricted area and only
personnel wi th proper security clearances will be admtted. The
entrance is controlled by two | ocks. An el ectronic cipher 1ock
(“day lock”) is used for access to the EOC facility when it is
open. The conbination to the “day lock” may be given to all
personnel with a Permanent G een EOC badge, HQUSACE Cener al
Oficers and HQUSACE SES personnel. \Wen the facility is closed
a conbination lock (“night lock”) of the type used for
GSA- approved security containers is used to double-lock the ECC
The facility can be opened and closed and the conbination to the
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night lock can be given only to assigned EOCC staff, other
Readi ness Branch and section chiefs, and contiguous action
officers after such personnel have been given a security
orientation. Exceptions nust be approved in advance by the
Chi ef, ECC. The follow ng procedures will be used to grant
access to the area:

(1) Personnel granted access to the EOC are required to
display a serially-nunbered identification card in full view
above the waist while in the ECC. The follow ng types of
identification cards are issued:

(a) Permanent Badge. Per manent badges (green) wth
phot ographs are issued to CMI nenbers, Readiness Branch staff,
and other individuals requiring regular, continuous access to the
EOC. Hol ders of permanent badges nust have a mninmum security
clearance of SECRET. A permanent badge is required in order to

sign-in and escort visitors. Personnel issued a pernmanent badge
may be given the conbination to the “day |ock.” Per manent | y
badged personnel wll surrender badges to the EOC upon

termnation of their EOC CMI assignnents.

(b) Tenporary Visitor Badge. Visitor “V' badges (yellow) are
issued to personnel with verified m ninum security clearance of
SECRET and a requirenent to nove within the EOC w thout escort.
Staff nenbers issuing visitor badges are responsible for assuring
security clearance has been verified against the CEPM roster or
by i ndividual verification of CEPM staff.

_ (c) Tenporary Escort Badge. Escort “FE badggs (red) are
i ssued to personnel who require access to the E but do not have

either the required security clearance or a need to nove w thout
an escort. Staff issuing Escort badges are responsible for
escorting the badge holder at all times the individual is in the
EOC. The presence of uncleared escorted visitors in the work
area nust be announced by the escort.

(2) Tenporary badges will be issued upon surrender of photo
identification (state driver’s license). The photo
identification will be returned in exchange for the tenporary

badge when the individual |eaves the EOCC, or at the close of
busi ness.

(3) Ceneral Oficers assigned to USACE, and nenbers of the
Seni or Executive Service assigned to HQUSACE and displ aying bl ue
HQUSACE SES badges, shall be given access to the EOC on the sane
basis as permanently badged staff. EOCC badges are not required
for these individuals. The EOC Administrative O ficer wll
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regularly verify the security clearance of assigned General
O ficers and Senior Executives.

(4) EQOC badges do not permt access to areas within the ECC
whi ch have been specifically restricted.

b. Opening and cl osing the ECC.

(1) Opening the ECC The follow ng steps shall be taken to
open the EOC.

(a) Enter date/tine and initials on the SF 702, Security
Cont ai ner Check Sheet, |ocated on the EOC door. Turn magnetic
sign to “OPEN.”

(b) Upon entering, inspect EOC perineter, security
containers, Wrld Wde Mlitary Command and Control System
(WWCCS) and other itens listed on SF 701, Activity Security
Checklist, for proper closure and/or tanpering, and imediately
report any problens to the Chief, ECC

(c) Review incomng facsimle nessages, and review and record
t el ephone answeri ng nmachi ne nessages. D ssem nate any
information needing priority attention.

(d) A nenber of the permanent ECC staff shall retain
responsibility for the ECC while the facility is open. As an
exception, when it is essential to mmintain extended operations,
a nmenber of the permanent EOC staff may tenporarily |eave the
facility in the custody of staff with a pernmanent EOC badge
(green). In such cases, the staff nenber remaining in the ECC
wll not leave the facility until relieved by a permanent ECC

staf f nmenber.

(2) dosing the ECC. The follow ng steps shall be taken to
cl ose the ECC

(a) Insure that all classified nmaterial is returned to secure
cont al ners. Verify that all STU Il keys are returned to a
secure contai ner.

(b) Insure that all designated equi pnment is turned off.

(c) Insure that all security containers are closed, checked,
and the Security Container Cover Sheet, SF 702, conpleted.

(d) Insure that all “blocked” doorways are secure.
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(e) Insure designated alarns are set.
(f) Conplete Activity Security Checklist, SF 701

(g) Set the “night lock”, close the door, turn the
conmbi nation dial and check the EOC door by entering the cypher

| ock conbi nati on

(h) Initial the SF 702 and turn the nmagnetic sign to
“ CLOSED. ”

C. Saf eguarding classified docunents and information:

(1) During times when the EOC is activated on a 24-hour
basis, classified containers may be left open to support
operati ons. Al'l personnel assigned to CECWCE-ECC CMI' who handl e
classified information are responsible for security of the
information within their control. Personnel are further
responsible for insuring that any disclosure or relinquishnent of
control of these docunents is to personnel who are properly
cleared at |least to the degree of the classification of the
informati on and have a need-t o-know.

(2) The dissemnation of classified data orally, in witing,
or by any other neans, shall be limted to those persons whose
official duties require know edge or possession thereof. No one
has the right to have access to classified material solely by

virtue of rank or position.

(3) dassified docunents may be conpronmised as a result of
carel essness, negligence, or indiscretion, as well as by the
action of hostile intelligence or subversive organizations. The
dangers of indiscreet conversation cannot be over-enphasized. It
is inportant that any breach of security which nay cone to an
individual’s attention, is reported without delay to the security
noni t or or supervisor. The security nonitor or supervisor nust
be notified immedi ately when a docunent is known or suspected to

be | ost or conprom sed.

(4) Reproduction of classified material will be kept to an
absolute mninmum and is restricted to designated copier(s) wthin
t he ECC. In the event of equipnment failure, the security office

wi |l provide guidance or assistance. Each reproduced copy of a
classified docunent will be secured and properly controlled.

d. Storage of classified material
(1) Each container used for storage of classified material
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will be designated but not externally marked as to the |evel of
classified material authorized to be stored. Each vault or

contai ner shall be assigned a nunber or synbol for identification
pur poses.

(2) Five containers located within the ECC are authorized
storage of classified material at the SECRET |evel; one container
is authorized for storage at the TOP SECRET | evel. Desi gnat ed
drop safes with the TOP SECRET container are provided for storage
of materials requiring additional control.

(3) Conmbinations to classified containers will be changed
only by persons having an appropriate security clearance. New
conbi nations wll be forwarded to the security office for
st or age. Conmbi nations wll be changed for any of the follow ng
conditions :

(a) Wien placed in use after procurenent.

(b) Whenever an individual knowi ng the conbination is
transferred or reassigned from CECWOE, or his/her security
clearance is reduced, suspended or revoked by proper authority.

(c) Wien the record of conbination has been conprom sed or
the classified container was found open and unattended.

(d) At least annually, unless nore frequent change is
directed by the type of material stored within the container.

e. Preparation of classified docunents. Cassified
processing is permtted only on stand-al one word processors.
Data will be stored on renovable hard drives and |ocked in GSA-
approved classified containers when not in use. Al'l docunents
and disks wll be labeled, marked, and stored appropriately to
prevent unauthorized access.

f. Enmer gency evacuation and destruction plan

(1) In the event of a fire, natural disaster, or terrorist
threat, the classified docunents and materials stored in al
safes may have to be protected, renoved or destroyed. The Chi ef,
ECC, will direct the inplenentation of an energency evacuation
plan, to insure that the classified docunents stored in safes and
containers in the EOC area are not conpron sed.

(2) In the event of a fire, natural disaster, or terrorist
threat, the first measure of protection is to secure al
containers prior to evacuating the building. The O fice of
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Security and Law Enforcenent is subsequently responsible for

i mpl ementing headquarters-w de protection procedures, to insure
that containers are not breached and classified docunents are not
conprom sed during recovery and clean-up operations.

(3) If the situation warrants, destruction of the classified
material will be acconplished by shredding.

(4) Each nenber of CECWCOE/CMI is responsible for
i mpl ementation of the energency destruction and evacuation plan.

g. Bonb threat.

(1) If any nmenber of the EOCC/ CMI team receives a bonb threat,
he/ she should listen as attentively as possible to the threat and
record as nuch information as possible on the Bonb Threat

Checklist (Figure D-2). Keep the bonb threat checklist readily
avai |l abl e. A cal mresponse to a bonb threat call may result in
additional information from the caller. Pretend difficulty wth

your hearing and keep the caller talking.

(2) Wthout discussion, immediately forward the conpleted
checklist to the Chief, EOCC. The Chief, ECC will notify the
Bui | di ng Manager (2-0800) as soon as possible. Do not discuss
the threat. Await further direction from the occupant energency
coor di nator.

h. Al personnel within the EOC shall consider thenselves
responsi ble for the enforcement of security procedures and
regul ati ons.
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BOVMB THREAT CHECKLI ST
1. EXACT WORDS USED IN BOVB THREAT:
2. TIME 3. DATE 4. DETONATI ON TI ME: 5. LOCATI ON:
6. CALLER(S):
A NAME:
B. MLE FENALE;
C.  ADDRESS:
D. TELEPHONE MO :
E.  THREAT MODE
F.  LANGUAGE: G ACCENT
H DI ALECT:
. AGE UNKNOWE CHLD TEENAGER
YOUNG ADULT: ADULT: ELDER
7. DID CALLER INDICATE A FAM LI AR TY WTH THE BU LDI NG
YES NO |F YES, HOW
8.  ASSOCI ATI ON;
9.  REASON:
10. TYPE OF DEVICE
11.  MANNER OR TONE OF CALLER
12.  BACKGROUND NOI SE: 13.  VEATHER
13.  LOCAL AREA ACTIVITY:
14, DAY OF WEEKK S M T W T E_ S PAYDAY: YES NO

HOLI DAY: WHAT DAY

15. M SCELLANEQUS

16. RECORDER NAME:

TELEPHONE NO ROOM NO.
DATE: TTME: TI TLE:
AGENCY: ADDRESS:

Figure D 2. Bonb threat checklist.
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APPENDI X E
I NFORVATI ON REPORTI NG REQUI REMENTS

1. Pur pose. This appendi x provides the format for situation
reports for general operations and special formats utilized by

M5Cs, DCs and FQOAs for other situations as required by HQUSACE.

2. Information Requirenents and D ssemination. The follow ng
reports will be received, prepared, posted, and distributed by

t he EOC/ CM.

a. Enmergency Situation Reports (SITREPs). Energency and
di saster reports received from MsCs, DCs, Labs and separate FOAs
will be maintained in the EOC. Al information pertaining to
energency situations will be submtted through the ECC.
Transm ssion will be acconplished by various neans (facsimle,

el ectronic, etc.)

(1) Normal Operations. Prior to COB within their respective
jurisdiction, all MCs, DCs, |apbs and FOAs will subnit SITREPs to

HQUSACE, ATTN: CECW OE- ECC.

(2) Extended Hours (24-hour shifts). SITREPS will be
submtted NLT 0200 EST daily by MsCs, DCs, Labs and FOAs, ATTN

CECW CE- ECC.

(3) Unless an alternate format is directed for reporting
energency information, USACE SITREPs will follow the format
specified in Figure E-1. Wen transmtted, the heading or
transmttal header will show the office synbols and phone nunbers

for the addressee and sender.

b. Spot Reports (SPOTREP). \sCs, DCs, Labs, and separate
FQAs shall inmmediately report significant changes in the
energency situation which occur after a schedul ed SITREP report

has been rendered.

C. Emergency Operations Summary (Red Sheet). The HQUSACE
Red Sheet is a situation sunmmary utilized for domestic
ener gencl €s. It is based on infornmation received from MSCs, DCs,

Labs, FOAs, HQUSACE staff, and other federal agencies.
Distribution wll be nmade by CECWOE-ECC. Figure E-2 provides a

sanpl e Red Sheet.

d. Executive Summary (EXSUM). The EXUM is a one paragragh
summary of an energency event. It is concise, informal in style
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and does not exceed 15 lines. Approved acronyns and
abbreviations will be used. The EXSUM wi || be marked with the

appropriate classification: “U for Unclassified, “C for
Confidential, or “S" for Secret. Figure E-3 provides a sanple
EXSUM
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1. S| TREP: The word “SITREP” followed by the
district name, date, local tine and
zulu DTG

2. CATEGORY: Short description of the type of SITREP.
- Storm
- Flood, Potential Flooding
- Fl ood Response
- Post Fl ood Response
- Earthquake
- Vol canic
- Hurricane
- Pollution Spill
- Tornadoes
- Support to Law Enforcenent
- Mbilization

3. EVENT NAME: The assigned nane of the event (30 char-
acters or |ess).

4. SEQUENCE NO.: Use “initial” for the first report and
“final” for the Ilast. Use sequenti al
nunbers in between.

5. SI TUATI ON: A summary of the situation that answers

what, where and when. Thi s paragraph
may be narrative or in bullet form

6. PAST 24: A narrative or bullet form statenent of
the USACE actions or activities that
have taken place over the past 24 hours
or since the |ast S| TREP.

7. NEXT 24: A narrative of planned actions for the
next 24 hours.

8. OTHER EFFORTS: A description of efforts taken by other
agenci es, governnents and organizations
(i.e., state, local governnent,
mlitary, Red Cross, FEMA etc.).

Figure E-1. Situation reporting (SITREP) format.
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9. DATA Informati on that can be cal cul at ed,
nmeasured, or read from gauges pertinent
to the situation. This may include
USACE reservoir data, river stage data,
district obligations or expenditures to
date, manpower civil/mlitary, danages,
damages prevented (nust conply with para
2-4g, ER 500-1-1), rainfall data,
weat her forecast, specific nunbers of
inquiries, evacuations and deaths by

| ocalities.

NOTE: SI TREPs shoul d have the appropriate security classifi-
cation at the top and bottom of the page and decl assification

information, if required.

Figure E-1. Situation reporting (SITREP) format, continued.
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E  Cecwor Date: 25 JUL 94

As of 0800 Hours
CPT Young (202) 272-1001

- * * * HURRI CANE AND TROPI CAL STCRyé PACIFIC) * * *

g Hurricane G lna devel oped behind Hurricane Enmilia and Tropical

4 Storm Fabi o | ast week. Glma is |ocated east/southeast of the

8 Hawaiian Islands. This hurricane is nmoving west wth sustained
B winds of 135 knots and gusts to 165 knots. Glma is forecast to
\éveaken and pass south of the Hawaiian Islands in the next two

B days.

. * * * SOUTHEAST UNITED STATES FLOODS * * *
Scattered showers occurred over Florida, Ceorgia, and Al abama
during the weekend. Wdely scattered showers are forecast today

and tonorrow for northern Florida, Al abama, and Georgia.

SOUTH ATLANTI C DI VI SION ( SAD)
Operational focus has switched from flood fight assistance to

continuing support of Federal Emargency Managenent Agency
recovery missions. One hundred and ten Corps personnel are

depl oyed to support recovery efforts.

Georgia: The Flint, Ccnulgee, and Altamaha Rivers are below
flood stage and continuing to fall. Corps operations in Georgia
are as follows:

- Delivery of 125,000 gal/day of bottled water to Bibb
County continues. Delivery to date is 3,645,966 gallons.

- An additional 40,000 pounds of ice for Mntezuma will be
delivered tonrrow, Total ice delivered to date is
240,000 | bs.

- Deliveries of 1,828 Porta-Potties are conplete. Corps
is monitoring service contracts and arranging for renoval
of units which are no longer required.

- Corps contractors continue installation of trailers
provi ded by FEMA for tenporary housing. Ten units have

I nstallation corrﬁl ete and were transferred to FEMA.
Twenty-nine of the required 60 units are placed on site at

two locations in Al bany.

- Punp installation at the Baconton waste treatnent
facility is conplete, returning the system to operational

st at us.

Emer

- Corps personnel begin surveys today with the Hazard
Mtigation Team

Figure E-2. Emergency operations sumary (Red Sheet).
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SUMMER FLOODI NG RED SHEET 940725 - CONTI NUES -

- Additional Corps missions continue as follows: inspection
of ground/surface water systens,public affairs support,
Prine Power assessnents of FEMA generator inventories,

pl acenent and installation of portable showers, and

I nspections of Corps projects affected by this flood.

Florida: The Apalachicola River is falling and forecast to be
bel ow fl ood stage at Bl ountstown on Wednesday. Corps operations

in Florida are as foll ows:

- Corps contractors have conpleted placenent site work
(utilities installation for FEMA trailers) at 36 sites.
Contractors continue installation of 41 additional FEMA

travel trailers.

- Navigation below Jim Wodruff Dam on the Apal achicola
Ri ver remains closed due to high flood stages and | ow

bridge clearances. Navigation will resume when the
Bl ount stown gage | evel recedes to 17 feet (estimated

today). Current reading is 17.5 feet.

- Mssion to survey and establish high-water markers,
conti nues.

Figure E-2. Energency operations summary (Red Sheet), continued.
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(CLARI FI CATI ON)
EXECUTI VE  SUMVARY

(U PREPARATI ON OF AN EXECUTI VE SUMVARY. An EXSUM is a brief
summary of information either in response to a question or to
provi de unsolicited information. The EXSUM may not exceed 15

l'i nes. It should be prepared in a concise, but informal style;
maki ng full use of approved acronyns and abbreviations. The
EXSUM should begin with the overall classification, followed by
t he subject (underlined). The originator’s organization wll
appear next, followed by the body of the summary. It is a good
idea to begin with a statenent explaining why the EXSUM is

subm tted. Insure that the originator is identified and the
EXSUM i s approved as shown bel ow. “PREPARE MEMO' or *“PROVI DE
MEMD' should end the summary, depending on whether a nmenp exists
or not. PROVI DE MEMO .

Oiginator’s Name/ O fice Synbol/Extension

APPROVED BY

(CLARI FI CATI ON)

Figure E-3. Sanpl e executive summary (EXSUM .
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APPENDI X F

ECC RESOURCE MATERI AL
(To be Published)
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APPENDI X G
G.OSSARY

1. Enmergency Operations Center (EQC). The ECC is a designated
space w thin HQUSACE where personnel and equi pnent are
centralized. It provides command and control of emergency
response and recovery activities during an actual or sinmulated
di saster or national enmergency crisis situation.

2. Crisis Managenent Team ((CMI). The CMI teamis a cadre of
personnel representing the various directorates and separate
offices wthin HQUSACE. The CMI centralizes command operations
by providing the appropriate staff personnel with the neans to
gat her, process, retrieve, analyze, and display data rapidly and
in a readily usable form Responive conmunication between staff
personnel and higher, adjacent and subordinate commands is
facilitated.

3. Executive Readiness Board (ERB). The primary nenbers of the
Executive Readi ness Board are the Deputy Directors of Gvil Wrks
and MIlitary Prograns and the Deputy Assistant Chief of

Engi neers. The Associate Menbers are the Chief, Qperation,
Construction and Readiness (OCR) Directorate and the HQUSACE
Chief of Staff. These board nenmbers will make recomendations to
the Deputy Commandi ng General on matters concerning the Readi ness
posture of the command. The ERB al so provides a direct link for
the “Warnf CMI/EOCC to the Deputy Commandi ng General to expedite
deci sions during both duty and non-duty hours.

4. Directorate of Mssion Support (DMS). The Directorate of
M ssion Support (DVB) enconpasses the follow ng offices:

a. Directorate of Logistics

b. Directorate of Resource Managenent

C. Directorate of Human Resources

d. Directorate of |nformation Managenent

e. Principal Assistant Responsible for Contracting
In addition, the DMS provides staff supervision over the Engi neer
Strategic Studies Center, Hunphreys Engi neer Center Support
Activity, the office of Equal Enploynent Cpportunity, and Snall
and D sadvantaged Business UWilization. The offices conprising
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DVMS will continue to perform their peace tinme functions.

However, during an energency, sone of these offices may undergo
changes to their operating procedures. The nature of the
specific event precipitating the establishment of the DVE wll
determne the extent to which specific functions may be
continued, nodified, or discontinued by the Director of M ssion
Support.

5. Operations Staff. The el ement of the CMI which includes desk
officers representing HQUSACE directorates and offices, the Wtch
Team which is responsible for tracking and reporting current
operations, and other specialized staff providing intelligence,

pl anni ng and techni cal support.

6. Admnistrative Support Staff. The elenent of the CMI
responsi ble for message control, clerical functions,

di ssem nation of reports and coordination of conmmunications and
support from HECSA.

7. Desk Oficer. A nenber of the operati ons staff responsible
for coordinating action on nessages relating to their respective
directorate or office.

8. Emergency Watch Team The assigned ECC staff and a cadre of
personnel who augnent the EOC staff when a threat situation
requi res extended operations.

9. Energency Operations Team An interim organi zati on of
flexible size and conposition used to augnent the EOC staff if
the CMI is not fully activated.

10. HQ Support Team The team consisting of HEC personnel who,
upon activation, are assigned to the EOC to support the energency

operati on.
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APPENDI X H

EMERGENCY ACTI ON PROCEDURES
(To be Published)



